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Abstract - To tip the balance in favor of cyber defenders, approaches and technologies must be developed
and deployed that decrease benefits and impose costs (or risk) to attackers. Attackers are able to leverage the
complexity of modern hardware and software systems at the component level to find and exploit a
seemingly endless stream of vulnerabilities. These attacks scale globally to provide disproportionate benefit
to attackers as a result of the relatively homogenous computing base that exists in most enterprise
environments throughout the world. This talk will first describe Sandia National Laboratories and its history
and mission space in cyber security. Next, the evolving cyber threat will be discussed. Finally, a few
emerging cyber defense technologies will be highlighted.
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